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ORIGIN OC-05 

INFO OCT-OI EA-06 ISO-00 CCO-00 SY-05 OCL-00 /017 R 

DRAFTED BY OC/S:RRAPIER:RMJ 
APPROVED BY A/OC:WENAEHER 
SY/T:JPERDEW (DRAFT) 

SY/FO:WHOLDA (DRAFT) 

OC/PE:CGSHAW (DRAFT) 

A/OC-EA:DSEDLACEK 

104346 

R 280226Z lUN 75 
FM SECSTATE WASHDC 
TO AMEMBASSY SEOUL 
AMEMBASSY MANILA 
INFO AMCONSUL HONG KONG 

SECRETSTATE 152712 

E.O. 11652:XGDS-2 

TAGS: ACOM ASEC 

SUBJECT: SECURE VOICE INSTALLATION 

MANILA EOR RCO/ATO HONG KONG 

REE: STATE 139031 (NOTAL); SEOUL 4337 (NOTAL) 

1 . THE ALARM SYSTEM (ADVISOR III) WILL NOT PROTECT RED 
SIGNAL LINE OR HANDSET FROM TECHNICAL PENETRATION, NOR WILL 
IT PREVENT "DROP, TYPE TRANSMITTERS BY THE CHAR FORCE OR 
LOCAL VISITORS. SY ADVISES THAT CLASSIFIED CONVERSATIONS 

IN AREAS OUTSIDE OF THE ACR CANNOT BE GUARANTEED TO BE 
SECURE, FOR THE PERIODS BETWEEN AUDIO TECHNICAL INSPECTIONS. 

2. ASA SECURITY STANDARDS ARE NOT NORMALLY CONSIDERED IN 
DETERMINING DEPARTMENT SECURITY STANDARDS AS THE MILITARY 
TENDS TO REFLECT SHORTER TERM INEORMATION AND A LARGER 
CONTROL ZONE. 
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3. THE DEPT RECOGNIZES THE NEED FOR RAPID COMMUNICATIONS 
WITH THE MILITARY AND AUTHORIZES INSTALLATION OE THE SECURE 
VOICE HANDSET IN THE DCM OEFICE. HOWEVER, THE CLASSIEICA- 
TION AND INTELLIGENCE VALUE OE INEORMATION DISCUSSED SHOULD 
CONSIDER PARA 1 ABOVE. 

4. FYI SKYLINK INSTALLATION IS SCHEDULED FOR FY-76. 

5. RCO IS AUTHORIZED ACCOMPLISH SECURE VOICE INSTALLATION 
IN ACCORDANCE WITH S/KAG-IB AND S/NAG-2A IN EERROUS 
CONDUIT WITH COMPRESSION EERROUS FITTINGS. THE CONDUIT 
RUN FROM COMM AREA MUST NOT BE NEXT TO THE OUTSIDE BUILD- 
ING WALL AND MUST NOT BECOME GROUNDED EXCEPT AT THE KY-3. 
RESTRICTIONS IDENTIFIED IN STATE 139031 ON BLACK TELE- 
PHONES AND RADIOS STILL APPLY. WHEN INSTALLATION COM- 
PLETED, FORWARD AS-INSTALLED DRAWINGS AND WIRING DIAGRAMS 
TO DEPT ATTEN OC/S. SHIELDED CABLE BEING PROVIDED, SHIP- 
PING INEO WILL BE PROVIDED SEPTEL. INGERSOLL 
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